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CHAPTER 100A—
CYBERSECURITY
ENHANCEMENT

§7421. Definitions.

§7422. No regulatory authority.
§7423. No additional funds
authorized.

SUBCHAPTER I—
CYBERSECURITY RESEARCH
AND DEVELOPMENT

§7431. Federal cybersecurity
research and development.
(a) Fundamental cybersecurity
research
(b) Cybersecurity practices
research
(c) Cybersecurity modeling and
test beds
(d) Coordination with other
research initiatives
(e) Omitted
(f) Research on the science of
cybersecurity

SUBCHAPTER II-EDUCATION
AND WORKFORCE DEVELOPMENT

§7441. Cybersecurity
competitions and challenges.
(a) In general
(b) Participation
(c) Affiliation and cooperative
agreements
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(d) Areas of skill
(e) Topics
(f) Internships
§7442. Federal Cyber
Scholarship—for—Service
Program.
(a) In general
(b) Program description and
components
(¢) Scholarship amounts
(d) Post—award employment
obligations
(e) Hiring authority
(f) Eligibility
(g) Conditions of support
(h) Monitoring compliance
(i) Amount of repayment
(j) Repayments
(k) Collection of repayment
(1) Exceptions
(m) Public information

SUBCHAPTER III—
CYBERSECURITY AWARENESS
AND PREPAREDNESS

§7451. National cybersecurity
awareness and education
program.

(a) National gybersecurity

awareness and education

program

(b) Considerations

(¢) Strategic plan

(d) Report
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SUBCHAPTER IV—
ADVANCEMENT OF
CYBERSECURITY TECHNICAL
STANDARDS

§7461. Definitions.
§7462. International
cybersecurity technical standards.
(a) In general
(b) Consultation with the
private sector
§7463. Cloud computing strategy.
(a) In General
(b) Activities
§7464. Identity management
research and development.
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