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PART I PRELIMINARY
Short title
1. This Act may be cited as the
Electronic Transactions Act.
Interpretation
2.
—(1) In this Act, unless the
context otherwise requires —
“addressee’”, in relation to an
electronic communication,
means a party who is intended
by the originator to receive the
electronic communication, but
does not include a party acting
as an intermediary with respect
to that electronic
communication;
“authorised officer”, in relation
to the exercise of any power or
performance of any duty under
this Act, means a person to
whom the exercise of that
power or performance of that
duty has been delegated under
section 27;
“automated message system”
means a computer program or an
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electronic or other automated
means used to initiate an action
or respond to data messages or
performances in whole or in
part, without review or
intervention by a natural person
each time an action is initiated
or a response 1s generated by
the program or electronic or
other means;

“‘communication” includes any
statement, declaration, demand,
notice, request, offer or the
acceptance of an offer, that the
parties are required to make or
choose to make in connection
with the formation or
performance of a contract;
“Controller” means the
Controller appointed under
section 27(1) and includes a
Deputy or an Assistant
Controller appointed under
section 27(3);

“electronic” means relating to
technology having electrical,
digital, magnetic, wireless,
optical, electromagnetic or
similar capabilities;

“electronic communication”
means any communication that
the parties make by means of
electronic records;

“electronic record” means a
record generated,
communicated, received or
stored by electronic means in an
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information system or for WS 3k 7 E5s Ewe
transmission from one
information system to another;

“information” includes data, text, | “A R = dlo]y, BIAE o|n]x],

images, sound, codes, computer | 4&d#, =, H 4E1 Jij_?ﬂl 2
programs, software and ZESo] gl dHoly W O]-’l
databases; = X 35Fsht

“information system” means a ‘A A= AR 7HFE wEs
system for generating, sending, | 3L, BuUja, ¥3 A Fss=E A
receiving, storing or otherwise o] TFZ AL UL sk}
processing electronic records;

“originator”, in relation to an AT AR AT - sk

electronic communication, =

means a party by whom, or on %l

whose behalf, the electronic U A 7ﬂljr 1, O}L =y QU]{?}
communication has been sent or | Y. <7/l EZ3}I5}#] =1},
generated prior to storage, if
any, but does not include a party
acting as an intermediary with
respect to that electronic

rl

communication;

“public agency” means a ‘T 71We T o MY
department or ministry of the H AR BAY =71 7HS
Government, an Organ of State o)) 3k},

or a public authority established
by or under a public Act;

‘record” means information that | “7]&"o]& 7|HEAY A=A
is inscribed, stored or otherwise | Y ofYW 32 wjA] e
fixed on a tangible medium or HEly = 7 mE=da) 58 e
that is stored in an electronic or | Ao A& %o, = <1x] 753
other medium and is retrievable | JEj= T}A| %O}E T A= A

in perceivable form; “rule of HE guisit), ‘Wt ol AT
law” includes written law; HE xgsi

“secure electronic record” means | “H.QF HA} 7|F"L A 17 F(1)
an electronic record that is Folyt o] He & x| 9
treated as a secure electronic A HoF AA} V|Eow HEH

record by virtue of section = AR 7155wk
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17(1) or any other provision of
this Act;
“secure electronic signature”
means an electronic signature
that is treated as a secure
electronic signature by virtue of
section 18 or any other
provision of this Act;
“security procedure” means a
procedure for the purpose of —
(a) verifying that an electronic
record 1s that of a specific
person; or
(b) detecting error or
alteration in the
communication, content or
storage of an electronic record
since a specific point in time,
which may require the use of
algorithms or codes,
identifying words or numbers,
encryption, answerback or
acknowledgment procedures,
or similar security devices;
“signed” or “signature” and its
grammatical variations means a
method (electronic or
otherwise) used to identify a
person and to indicate the
intention of that person in
respect of the information
contained in a record;
“specified security procedure”
means a security procedure
which 1s specified in the
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Second Schedule;

“specified security procedure
provider” means a person
involved in the provision of a
specified security procedure.

(2) In this Act, “place of
business’, in relation to a party,
means —

(a) any place where the party
maintains a non—transitory
establishment to pursue an
economic activity other than
the temporary provision of
goods or services out of a
specific location; or

(b) if the party is a natural

person and he does not have a
place of business, the person’s
habitual residence.

(3) For the purposes of
subsection (2) —

(a) if a party has indicated his
place of business, the location
indicated by him is presumed
to be his place of business
unless another party proves
that the party making the
indication does not have a
place of business at that
location;

(b) if a party has not indicated

a place of business and has
more than one place of
business, then the place of
business 1s that which has the
closest relationship to the
relevant contract, having
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regard to the circumstances
known to or contemplated by
the parties at any time before
or at the conclusion of the
contract;

(¢) a location is not a place of
business merely because that
location 1s —

(i) and
technology supporting an

where equipment

information system used
by a party in connection

with the formation of a

contract are located; or
(ii) where the information

system may be accessed
by other parties; and

(d) the sole fact that a party
makes use of a domain name
or an electronic mail address
connected to a  specific
country does not create a
presumption that its place of
business 1s located in that
country.

(4) Where an electronic
communication does not relate
to any contract, references to a
contract in subsection (3) shall

refer to the relevant transaction.
[ETA, ss. 2 and 18(4); UN, Art. 4, 6
and 9(3)(a); US, s. 106(2)]
Purposes and construction

3. This Act shall be construed
consistently with what is
commercially reasonable under
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the circumstances and to give

effect to the following purposes:
(a) to facilitate electronic
communications by means of
reliable electronic records;
(b) to facilitate electronic
commerce, to eliminate
barriers to electronic
commerce resulting from
uncertainties over writing and
signature requirements, and to
promote the development of
the legal and business
infrastructure necessary to
implement secure electronic
commerce;
(¢) to facilitate electronic
filing of documents with public
agencies, and to promote
efficient delivery by public
agencies of services by means
of reliable electronic records;
(d) to minimise the incidence
of forged electronic records,
intentional and unintentional
alteration of records, and
fraud in electronic commerce
and other electronic
transactions;
(e) to help to establish
uniformity of rules,
regulations and standards
regarding the authentication
and integrity of electronic
records;
(f) to promote public
confidence in the integrity and

of wet a¥o] AUt

() 2 5 e A% %S
Agatel A4 BAL bss

A sl 2
(0) AAFANE 471,
A 877t SHAsA) oA
W71 AAIAN G 5
o, A AAAY Aae
A5 Bag Polup wj=ys
uk A TEHS el

-1 =

a3, AAAAYY 7]
A% A 7B HAE @

o,
of L
rt

(e) A 71%e] WA=} 19
Q5 waw i, 34, 1
i e 5949 G




Q) =FIN (@ HAEEEAE JSERERCE

s’ Law Information Service

reliability of electronic o st Az} A EE A e
records and electronic TS T FAES P
commerce, and to foster the Hosles AAAHES T8 A
development of electronic gAY HHe 2
commerce through the use of

electronic signatures to lend

authenticity and integrity to

correspondence in any

electronic medium; and

(g) to implement the United (g) 2005 A 11 ¥ 23 &
Nations Convention on the T3l A A G A A A
Use of Electronic AR A ARt f-¢l 3§
Communications in °FS ol sttt FARI) T E
International Contracts 5117}01] A ALY S EPAY 1"
adopted by the General A RS ETSle] Yok
Assembly of the United o] Zstyl Ad#EA AVIE=E
Nations on 23rd November o] AAIAY HE AAF.

2005 and to make the law of [ETA, s. 3]
Singapore on electronic
transactions, whether or not
involving parties whose places
of business are in different
States, consistent with the
provisions of that Convention.

[ETA, s. 3]
Excluded matters A4z oL g3t
4. —(1) A WA =A== A HA
—(1) The provisions of this Act | ©=tellA 8ok o] He X3
specified in the first column of | ¢ =719 F ™A dollA
the First Schedule shall not WA B = /\}ﬂoﬂ s Al A o]
apply to any rule of law U 715& 878 Aoy
requiring writing or signatures of H&%* %=t
in any of the matters specified
in the second column of that
Schedule.

(2) The Minister may, by (2) A3 FAHo| YAleE H§H
order published in the Gazette, = 2=A A WA 2AlEs 48T
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amend the First Schedule.
[ETA, s. 4]

Party autonomy

5.

—(1) Nothing in Part II shall
affect any rule of law or
obligation requiring the
agreement or consent of the
parties as to the form of a
communication or record, and
(unless otherwise agreed or
provided by a rule of law) such
agreement or consent may be
inferred from the conduct of the
parties.

(2) Nothing in Part II shall
prevent the parties to a contract
or transaction from —

(a) excluding the use of

electronic records, electronic
communications or electronic
signatures in the contract or
transaction by agreement; or

(b) imposing additional

requirements as to the form or

authentication of the contract
or transaction by agreement.

(3) Subject to any other rights
or obligations of the parties to a
contract or transaction, the
parties may, by agreement —

(a) exclude section 6, 11, 12,

13, 14, 15 or 16 from applying
to the contract or transaction;
or

(b) derogate from or vary the

[Suz LB
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effect of all or any of those
provisions in respect of the
contract or transaction.
[ETA, s. 5; UN, Art. 3 and 8(2)]
PART II
ELECTRONIC RECORDS,
SIGNATURES AND

CONTRACTS
Legal recognition of electronic
records
6. For the avoidance of doubt, it
1s declared that information shall
not be denied legal effect,
validity or enforceability solely
on the ground that it is in the
form of an electronic record.
[ETA, s. 6; UNCITRAL, Art. 5; UN,
Art. 8]
Requirement for writing
7. Where a rule of law requires
information to be written, in
writing, to be presented in
writing or provides for certain
consequences if it is not, an
electronic record satisfies that
rule of law if the information
contained therein is accessible
so as to be usable for
subsequent reference.
[ETA, s. 7. UNCITRAL, Art. 6, UN,
Art. 9(2)]
Requirement for signature
8. Where a rule of law requires
a signature, or provides for
certain consequences if a
document or a record is not
signed, that requirement is

T AT
[ETA, s. 5; UN, Art. 3 and 8(2)]
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B89, BFA, 520 A
Fede FAEA et

[ETA, s. 6; UNCITRAL, Art. 5; UN,
Art. 8]
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[ETA, s. 7, UNCITRAL, Art. 6, UN,
Art. 9(2)]
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satisfied in relation to an 2 ZEo-
electronic record if —
(a) a method is used to (a)allF WHol AYE &2lst
identify the person and to LA P i = e e e R
indicate that person’s intention HHEE 2o = upold=
in respect of the information g AMgH 39
contained in the electronic
record; and
(b) the method used is either (b)o] WIHe w3k vt e
— T 7HA Ao AFEEH = A
(i) as reliable as appropriate -
for the purpose for which (DA HE FojArata B
the electronic record was = A o e R P
generated or o] MHAYslal AYE &= o]
communicated, in the light o] 4-sta d&
of all the circumstances, gk gk gl H A9
including any relevant
agreement; or
(ii) proven in fact to have ()1 AA = = s F
fulfilled the functions 7F A5 34 A(a)
described in paragraph (a), oA Ak ALRES SEA
by itself or together with Ith= Aol d5d 45
further evidence. [UN, Art. 9(3)]
UN, Art. 9(3)
}{{etention i)f électronic records Aoz At 7]=ef Wit
i(1) Where a rule of law —(1) HEAAN A, 715 S
requires any document, record ?EE l::%%q OZﬂ f‘i O%Xé /__\‘?l%]r
or information to be retained, or ;fl_j':;] OEX];){:D; ;;E:;il ;}%
provides for C?rt?ir} 93301] ;Tu}ptq] :f/mﬁ;‘; K
consequences 1f it 1s not, that ;;g ‘*u i;] - 3}3 ;]i =
requ.ir‘ement 1s satisfied by jo: LXEEI—O—;}\] xrx}t;]’i 6‘3—1}] g
retgmmg th.e dgcument, record ; £O o *‘}\ o]‘— L R
or information in the form of an =T M
electronic record if the following

11
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conditions are satisfied:
(a) the information contained
therein remains accessible so
as to be usable for subsequent
reference;

(b) the electronic record is

retained in the format in which
1t was originally generated,
sent or received, or in a
format which can be
demonstrated to represent
accurately the information
originally generated, sent or
received;

(¢) such information, if any, as

enables the identification of
the origin and destination of
an electronic record and the
date and time when it was
sent or received, 1s retained;
and

(d) any additional

requirements relating to the

retention of such electronic
records specified by the public
agency which has supervision
over the requirement for the
retention of such records are
complied with.

(2) An obligation to retain any
document, record or information
in accordance with subsection
(1)(c) shall not extend to any
information necessarily and
automatically generated solely
for the purpose of enabling a
record to be sent or received.
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(3) A person may satisfy the (3) 7= (a)—(d)gol A HA

requirement referred to in St= 84S &=t ASod+=
subsection (1) by using the & Atge] MH|AE o] 831
services of any other person, if | A (1)&oX AHsl= L4 ==

the conditions in paragraphs (a) | & 4 9t}
to (d) of that subsection are
complied with.

(4) Nothing in this section (4) o] %9 1 oj" AE t}&
shall apply to — o] A&xx =t}

(a) any rule of law which (a)EA, 715 =& HARE [Ax}

expressly provides for the 71=9] Ao g WAF O FE

retention of documents, A3 EE A= Wt

records or information in the
form of electronic records; or

(b) any rule of law requiring (b)=A, 718 =2 AHE HF
that any document, record or (oly™ 1 A¥E s Al-&)
information be retained (or o AL 9702 st HEY
which provides for 749, o] Gazette © WA
consequences if not) that the el e, 1 A, 7F
Minister, by order published in =2 AR} FHste] o] 29
the Gazette, excludes from the A8S wjAst=E 3},

application of this section in [ETA, s. 9; UNCITRAL, Art. 10]
respect of such document,

record or information.
[ETA, s. 9, UNCITRAL, Art. 10]

Provision of originals A10Z YE 44

10.

—(1) Where a rule of law (1) WEA B4 /]2 Bo A
requires any document, record Bl QR 85,1&‘,2’& A 2= AL
or information to be provided or Bagz QALY AlE o]
retained in 1ts original form, or A AFLEEE Qeta g AL
provides for certain o o] a7 FPEA ByT=
consequences if it is not, that ool aAS wEAZ AS &
requirement is satisfied by AR B ARt Ax) 7=

providing or retaining the HA 0 =
. . -

document, record or information | o 2x3 Aol

. . =1 1

in the form of an electronic

13
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record if the following
conditions are satisfied:

(a) there exists a reliable
assurance as to the integrity
of the information contained in
the electronic record from the
time the document, record or
information was first made 1in
its final form, whether as a
document in writing or as an
electronic record;
(b) where the document,
record or information is to be
provided to a person, the
electronic record that is
provided to the person is
capable of being displayed to
the person; and
(¢) any additional
requirements relating to the
provision or retention of such
electronic records specified by
the public agency which has
supervision over the
requirement for the provision
or retention of such records
are complied with.
(2) For the purposes of
subsection (1)(a) —
(a) the criterion for assessing
integrity shall be whether the
information has remained
complete and unaltered, apart
from the introduction of any
changes that arise in the
normal course of

(a)A, 715
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e urt A
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communication, storage and
display; and

(b) the standard of reliability
required shall be assessed in
the light of the purpose for
which the information was
generated and in the light of

(3) A person may satisfy the
requirement referred to in
subsection (1) by using the
services of any other person, if

(b) and (c¢) of that subsection
are complied with.

(4) Nothing in this section
shall apply to any rule of law
requiring that any document,
record or information be
provided or retained in its
original form (or which provides
for consequences if not) that
the Minister, by order published
in the Gazette, excludes from
the application of this section in
respect of such document,
record or information.
[UNCITRAL, Art. 8; UN, Art. 9(4)
and (5)]

Formation and validity of
contracts

11.

—(1) For the avoidance of
doubt, it 1s declared that in the
context of the formation of
contracts, an offer and the

all the relevant circumstances.

the conditions in paragraphs (a),

(b)&75 A1 Tﬂ'& 71
L AR} ojH FZxog A
HA=AE etsta, #dEd
RE AES agste] HU)
T ojof &ty

(3) T71&%= (a), (b),(c)oﬂ A A

3 21 =55 4 =

Abo]l AH|AE o] & HH A (1)

Sol A olTE QAAFS W=
Al 4 Q)

(4) o] ZAA Aotz oW A4

L oomst 4, 715 S AR

7 91 Ao g AZHAY B

2 AL ﬁﬁgi(o}qﬂd i

AE 9 ATHES)s = Y

Fol& A8HA 0}‘45}5} 73

o Wuol WA WEow
2 &g B4, 1% gud 3
g8 AT B,
[UNCITRAL, Art. 8; UN, Art. 9(4)
and (5)]
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acceptance of an offer may be
expressed by means of

electronic communications. (2) Ak A4 A HAAF A&

(2) Where an electronic ARERE -, Aleke]l fFaAdoly
communication is used in the ol 7tsdol ©A AR FAlE
formation of a contract, that W o] AFEEH AT ol = AR
contract shall not be denied = oF

validity or enforceability solely [ETA, s. 11; UNCITRAL, Art. 11(1):
on the ground that an electronic UN, Art. 8(1)]
communication was used for

that purpose.
[ETA, s. 11, UNCITRAL, Art. 11(1);
UN, Art. 8(1)]
Effectiveness between parties A122 <k AL ek & F5A
12. As between the originator

and the addressee of an Az} BAl A} Al ola) Z=alel A}
electronic communication, a olo| olxeo] Zu} 7|El thE A
declaration of intent or other 20 MAFgHE GFA EE o3
statement shall not be denied Vs Aol AR EA HEYw F
legal effect, validity or THQtE o]gwlo g Holgo]
enforceability solely on the M= ol #Hu}
ground that it is in the form of [ETA, s. 12; UNCITRAL, Art. 12(1)]
an electronic communication.
[ETA, s. 12; UNCITRAL, Art. 12(1)]
Time and place of despatch and
receipt A13z WAl FEo] ARk A
13. P
—(1) The time of despatch of (1) Az} EAS uwras A7F
an electronic communication is o ey gr—
(a) the time when it leaves an (a) "dr&olol} Wil flal
information systfar.n under the slo] B Abere] ] A
control of the originator or of A AR A|~ES Wy A 7F
the party who sent it on behalf r= AL wEE A7) E
of the originator; or =
(b) if the electronic (b) A=A} EAlo] WZ&ololL} uk
communication has not left an £0lS fAlste] Hul= Al

16
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information system under the o] ] AEjol A HH Al 2H

control of the originator or of S Y A$7F ofyd, A

the party who sent it on behalf A} FAalo]l AlE AlZH

of the originator, the time

when the electronic

communication is received.

(2) The time of receipt of an (2) A} B41S S8k A7
electronic communication is the | FAIA7F XA S R} F4 00 A
time when the electronic TR Az FA HAo] ThE

communication becomes capable | 3FA ¥ A|7HS 9|3t}
of being retrieved by the

addressee at an electronic
address designated by the

addressee.

(3) The time of receipt of an (3) A A7 A A F=A471 o)
electronic communication at an | d T4A2 FAH HAR FTAe] 4
electronic address that has Al AIZFE AR O A A
not been designated by the Az 4 Aol ThsehAl | A
addressee is the time when the | ZFo|y A7} 1 42 AR}
electronic communication Aol 4l HASES IS
becomes capable of being A= AlZHS e
retrieved by the addressee at
that address and the addressee
becomes aware that the
electronic communication has
been sent to that address.

(4) For the purposes of (4) A (3)3e] HAHo=w At
subsection (3), an electronic AL FAAY A FAER B
communication is presumed to | R A FAAE Fol5 HAY
be capable of being retrieved by | ©] 7}s3l== ¥ oo} 3t}

the addressee when it reaches
the electronic address of the

addressee.

(5) An electronic (5) AR} FAIL HFEQlo] Hb
communication is deemed to be | 9] At HAo|A WEHI = A
despatched at the place where o7 ZFFEm o, Alelo] alel
the originator has its place of o] At oA HiolEHE= Ao

17
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business and is deemed to be 2 b
received at the place where the
addressee has its place of

business.

(6) Subsections (2), (3) and (6)d2 45 AR sl HH
(4) shall apply notwithstanding | A|Z=Elo] Ql+= A7} A(5)E<9]
that the place where the AR FAlo]  FAlEojxof Sl

information system supporting A9t e Ao xE A(2)3
an electronic address is located | A (3)3 18] #|(4)3 o] le%g
may be different from the place | ¢]oF 3t}

where the electronic [ETA, s. 15; UN, Art. 10]
communication is deemed to be

received under subsection (5).
[ETA, s. 15; UN, Art. 10]

Invitation to make offer A14Z ko] 791

14. A proposal to conclude a Tl oRE dFel| Fa T
contract made through one or =913 A O}O]ﬂ]rb ol =7} &l st
more electronic communications | Al ZTHE A &L AS-dH, o
which is not addressed to one or | " X+ o8 W 54 AUHrE
more specific parties, but is A4 g AL ol YAFE A= o]
generally accessible to parties | AHX A|AES AL&3e] H 7}
making use of information T AR FAE ALEete wE
systems, including a proposal o]zl AlekS AAstr] 9k Aok
that makes use of interactive S Qs AT A ol sk
applications for the placement of | X A|2HS E3] As A &S
orders through such information | ¢]-&3%+ &S 7}sstA 3= Al
systems, is to be considered as | 9t& E3sl= AL HeFo] F<
an invitation to make offers, S 2 ZkFE oo} gt}

unless it clearly indicates the [UN, Art. 11]

intention of the party making
the proposal to be bound in case
of acceptance.

[UN, Art. 11]

Use of automated message A15% Aok A4S 913 A5 v
systems for contract formation | A]|A] A]~E A&

15. A contract formed by the | A& WA A A|2=Bly} 2}AQ] &
interaction of an automated = AE W AA] AJ2~E ZEe] A

18
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message system and a natural
person, or by the interaction of
automated message systems,
shall not be denied validity or
enforceability solely on the
ground that no natural person
reviewed or intervened in each
of the individual actions carried
out by the automated message
systems or the resulting
contract. /UN, Art. 12]

Error in electronic
communications

16.

—(1) Where a natural person
makes an input error in an
electronic communication
exchanged with the automated
message system of another
party and the automated
message system does not
provide the person with an
opportunity to correct the error,
that person, or the party on
whose behalf that person was
acting, has the right to withdraw
the portion of the electronic
communication in which the
input error was made.

(2) Subsection (1) shall not
apply unless the person, or the
party on whose behalf that
person was acting —

(a) notifies the other party of
the error as soon as possible
after having learned of the

F§ow ol7old Ak A
o] o]& HE3A YA A%
WAA AE] ol A
Pglo] AP ket ol v
o® faeltt o740l
ol o] of Ht
[UN, Art. 12]

1 zplole|u} x
r A8 oF

(2) A

oot

(a) Ak FAlAM 27F7F 24
AL A EH= FA S

Hho| Al o F WAl EE oFd;

= =
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error and indicates that he aelar

made an error in the

electronic communication; and

(b) has not used or received| (b) AthWolA E3Folv} £

any material benefit or value S Hbe 9 1o gigk &3

from the goods or services, if A o} 7RIS A}&FHA

any, received from the other Zs A

party.

(3) Nothing in this section (3) o] &9 1 oJH ALE A
shall affect the application of (L& A2)do A Ag3t A
any rule of law that may govern | ¢o]&o] <2Fo ZAFHE EA =
the consequences of any error Hol A gof kS w| A= of
other than as provided for in ISRA=3
subsections (1) and (2). [UN, Art. 14]

[UN, Art. 14]
PART III A 3%
SECURE ELECTRONIC AZ 7153 AR A9 <]
RECORDS AND HQF
SIGNATURES Secure
electronic record A17z A2 71 59] Het
17. (1) EA HoF AR, = A4
—(1) If a specified security BAARS O] Feldh Ao x?q
procedure, or a commercially Wk Hebdas 54 Al7] o]y
reasonable security procedure = A 7154 4:;43 AR7E St
agreed to by the parties I dsHE, O VES 54 A
involved, has been properly 71HE W AZIZA O}ﬁ& A
applied to an electronic record A 7150 E Y
to verify that the electronic
record has not been altered
since a specific point in time,
such record shall be treated as a
secure electronic record from
such specific point in time to the
time of verification.

(2) For the purposes of this :

section and section 18, whether (2) o] &= 3 Al 18%9] 4o

20
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a security procedure is 2, Hel Ay AdAHo=E AW
commercially reasonable shall shx] o] ofH = Aol EA3 A
be determined having regard to | A7} AFSE A AHAIES 135
the purposes of the procedure of AR t&&
and the commercial B
circumstances at the time the
procedure was used, including —
(a) the nature of the (a) A 24
transaction;
(b) the sophistication of the (b) FGAFAF nL Y,
parties;
(c) the volume of similar (c) 3 & = BE A7}
transactions engaged in by AAgk A Ak <
either or all parties;
(d) the availability of (d) AL HAAT AF-H A
alternatives offered to but 715,
rejected by any party;
(e) the cost of alternative (e) thAl dx} vl 18faL
procedures; and
(f) the procedures in general (f) FAF Aol AFgE A}
use for similar types of [ETA, s. 16]
transactions.
[ETA, s. 16] o 21]18}_ A2 A Kot
?gcure electronic signature (1) el Talzp w= wd o
. A7 EA oF AHx Ak
—(1) If, Fh.rough thg application :; O}i = 655} W o ]_76 4 3pol %
of a specified security . o5 Ao AR Amo] TEolR
procedure, or a cpmmermally A ‘jrg’ﬂr No o= =usl
reasonable security p.rocedure 2 glo]o} shrh—
agreed to by the parties e h
involved, it can be verified that
an electronic signature was, at
the tlme. it was made — | () A Abas= Abebulo
(a) unique to the person using A
it; ’

21
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(b) capable of identifying such | (b) Aoz A< &<2lo] 7}

person; S A9

(c) created in a manner or (c) AEs 3 Al FA 3
using a means under the sole of &= WAoly S AL
control of the person using it; sto] whsEo] 2 A 28 a
and

(d) linked to the electronic (d) A=} 7153 944 =Ho )
record to which it relates in a oAX MR} 7]Fo] HMAEH A
manner such that if the record 2 Ao faAdol AEHAE
was changed the electronic A5, o' AW bd HxAL
signature would be Ao g 7hFET)

invalidated, such signature
shall be treated as a secure
electronic signature

| (2) Whether a security (2) Bt Haprp dddez A
procedure is commercially s X]L opd =] 2] jif Al 17%
reasonable shall be determined Al (2) el uhrebA g T},

' i ' TA, s. 1
in accordance with section [ETA, s. 17]

17(2).

[ETA, s. 17]

Presumptions relating to secure
electronic records and

signatures
10, (1) A7 712 werw wdd

oW AAEA, T WS R
F= 2% ANE A9 oh

A19Z A} 7= A A% H
Qbell A E F7

|

—(1) In any proceedings

involving a secure electronic ;gt 40 = ; . ob A1
. A O
record, it shall be presumed, A, AR 715 Hoke HelE AH

unless evidence to the contrary
1s adduced, that the secure
electronic record has not been
altered since the specific point
in time to which the secure
status relates.
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(2) In any proceedings
involving a secure electronic
signature, it shall be presumed,
unless evidence to the contrary
1s adduced, that —

(a) the secure electronic

signature 1s the signature of
the person to whom it
correlates; and

(b) the secure electronic

signature was affixed by that
person with the intention of
signing or approving the
electronic record.

(3) In the absence of a secure
electronic record or a secure
electronic signature, nothing in
this Part shall create any
presumption relating to the
authenticity and integrity of the
electronic record or electronic

signature.
[ETA, s. 18]

PART IV

REGULATION OF
SPECIFIED SECURITY
PROCEDURES AND
SPECIFIED

SECURITY PROCEDURE

PROVIDERS
Interpretation of this Part
20.
—(1) In this Part, “designated
person’ means any member of a
class of specified security

(2) & AA
oW g AAEA,
T A7 A

W et ol

A HEE
I R E Ko
Alel Ag-7F oY
FAEY —

(a) +d A=A Aol

kel Amelt); el

r

A8

(b) A1 BAY A NE e
%@@kqu1Qﬂln_@
A Aol F2g 7
(3) 2k AR 7=l erd

A Aol 9 A9, o] Ho

N Ages 1 olHd ARE
A A)Zoly AR g B

Y HAS FAHE 5 gl
[ETA, s. 18]
Al 4 F

54 Bot AR 4 B
Az} AFA] B A

A20% Al47 A

(1) A4gA A, “lal ol A
17 =AZA A BAE B4 mal
Hze] QLS oulae),
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procedure providers specified in
the Fourth Schedule.

(2) For the avoidance of doubt,
a reference to this Part shall
include a reference to the
Second, Third and Fourth
Schedules.

Specified security procedures
21.

—(1) The Minister may, by
order published in the Gazette,
amend the Second Schedule to
add, delete or modify any
specified security procedure for
the purposes of this Act.

(2) The provisions set out in
the Third Schedule shall apply
to the corresponding specified
security procedures.

(3) The Minister may, by
order published in the Gazette,
amend the Third Schedule to
make provisions relating to any
of the specified security
procedures, including —

(a) specifying the conditions

under which any electronic

signature may be treated as a

secure electronic signature;

(b) specifying the conditions

under which any electronic

record may be treated as a

secure electronic record;

(¢) prescribing the effect of

and duties relating to the use

of specified security

A, Al
A 34,
WE=

azetteol| 4] &3y 3l
, Al 22 2A=
Hol EA o] 53t
AxLE H7F, 2

M

TO]

xﬂ AA
=
(2) Al 33 =A%) AN

=

F=o It 5EA HoE dAxp
of A&= 4+ 3l
(3) e #Ano PaS s
sl Wyo=m, A 3x 2AEES
HAgste] ofefef e W& X
stele 574 Hob dael Bwd
23S AL & doh—
(a) ojwst AA A= <tAd
A Moz 7kFEojof gl
 2S B
(b) ows [z 7|5= <A
Az} 71E o2 FFEojoF sk
= 245 HAL

(c) 54 uet 23 A1gel &
Bop g A4S AHEsE A
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procedures, including the
rights and duties of any
persons relating to the use of
such procedures and
specifying rules relating to the
presumptions, assumption of
risk, foreseeability of reliance
and liability limits applicable
to the use of specified
security procedures; and

(d) prescribing offences in
respect of the contravention
of any provision in that
Schedule, and prescribing
fines not exceeding $20,000
or imprisonment which may
not exceed 2 years or both,
that may, on conviction, be
imposed in respect of any

such offence.

(4) The Minister may, by
order published in the Gazette,
amend the Fourth Schedule.
Regulation of specified security
procedures and specified
security procedure providers
22.

—(1) The Minister may make
regulations for the carrying out
of this Part and, without
prejudice to such general power,
may make regulations for all or
any of the following purposes:

(a) the regulation, licensing or

accreditation of specified

of Aot % T ddd 9
oA, aElal =4, e
4 & (assumption of risk),

A=A A7 Ad, A =
s dEE grES BAsk
=1 wol Mz} AlgLo] 283
i H A

o]
P

jgmijz

F o o o o =

$20,000

A22% 574 Het Axe 54 B
Qb AAF Al Al B A
(1) 3L Al 478 o3l 9lof

ded Fie A4T F Aok
we durgel A HslshA
2 AoA vheeld At =
42 99 FHe AT+ 9
o

() 54 ®F A3 AFA
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H
H O

[SuyzR e

security procedure providers
and their authorised
representatives;

(b) safeguarding or
maintaining the effectiveness
and efficiency of the common
security infrastructure relating
to the use of secure electronic
signatures and the
authentication of electronic
records, including the
imposition of requirements to
ensure interoperability
between specified security
procedure providers or in
relation to any security
procedure;

(c) ensuring that the common
security infrastructure relating
to the use of secure electronic
signatures and the
authentication of electronic
records complies with
Singapore’s international
obligations;

(d) prescribing the forms and
fees applicable for the

purposes of this Part.

(2) Without prejudice to the
generality of subsection (1), the
Minister may, in making
regulations for the regulation,
licensing or accreditation of
specified security procedure

o

A= e

P .
—O‘?_]_’

of gt 37}

-

)
rir o

(b) olxl Az AW EA Hol
lﬁx} he] A B A
bot=dl Z83%
RaRas

o]l=
1l O

o&

S
=

1“N 1’01' ﬂ].\.;
o ofo i A Fo li‘

e

]
- T

o] 3z

1l ——

~

(¢) A7IE=E ZAHA o=
Z3lo] obA A It Az)
15 el HAE FF 0
Azetg BA

(d) A 472 EHo AHLs %
= st d4 9 8w 74

(DA (1)EFe] dutge 2884

o, AR, 54 Het AA A

I g a5 A= o

gl sk A, 3|7 == 5
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providers and their authorised o] AL WIE 4 9tk —
representatives —

(a) prescribe the accounts to

be kept by specified security (a) AR EX Hol Az A
procedure providers; Fab] o3 §xE = gn=
(b) provide for the HA:

appointment and remuneration (b) TFHo| wat A== 374
of an auditor, and for the costs ZEA} H] g0l zEA}ele] <ld
of an audit carried out under WS A;

the regulations;

(c) provide for the

establishment and regulation (¢) BEA Bl Azt AFA(H)
of any electronic system by a oF ol AR A Z2be] o F) A
specified security procedure U #d g2 EXx wol Azt
provider, whether by itself or AZA o] os ) o8 A
in conjunction with other 2 A <E A " FAE A

specified security procedure
providers, and for the
imposition and variation of
requirements or conditions
relating thereto as the
Controller may think fit;

(d) make provisions to ensure
the quality of repositories and
the services they provide,
including provisions for the
standards, licensing or
accreditation of repositories;
(e) provide for the use of any
accreditation mark in relation
to the activities of specified
security procedure providers
and for controls over the use

1

S}, Controller’} A dslcia o
el dezxydey x&
A& et A WA E =
&k s

T
T

Bt Ax AT
21 vk ARgE 19
A A
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thereof;

(f) prescribe the duties and (f) A3} #Hsto] o] Heof uw}
liabilities of specified security gdx 52 57 = Hod
procedure providers E4 Hot AR AT oF
registered, licensed or o} A A, 18] i
accredited under this Act in

respect of their customers;

and

(g) provide for the conduct of (g) 54 B AA AFAH
any inquiry into the conduct of 59 A E giEds
specified security procedure Aoz Aen= Al digh
providers and their authorised T4 gl Al FAMe Ad
representatives and the ¥ v]goly AH] 3| sk
recovery of the costs and T4,

expenses involved in such an

1nquiry.

(3) Without prejudice to the (3) A(1)Ere] drbde] &7t
generality of subsection (1), the ¥ #] &+ A4, Z#AHL A4
Minister may make regulations | 2% E% Hol dx} AFA =
to provide for the cross—border | &A HSF Hx} = v & A

recognition of specified security | T TFSo] Adst= dd 7=
procedure providers or specified | & TAst= TAE s & A
security procedures or any t}—
processes or records related
thereto, including any
requirements —
(a) relating to interoperability (a) 54 HQF dx} AlF=AF<}9
arrangements with the AR A G +SF Aot dd
specified security procedure = AR
providers;
(b) whether the specified (b) 5A B Ax} AFA7}
security procedure providers o] Wof oJAslY FT=, 59
satisfy certain requirements = s7te EA HOE HA)

28
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applicable to specified AR Al AL 7Hss HQ
security procedure providers &5 UEHA T = Ao of B

registered, accredited or
licensed under this Act;

(¢) whether the specified
security procedures,
processes or records satisfy
certain requirements
applicable to specified
security procedures,
processes or records (as the
case may be) under this Act;
(d) that the processes or
records have been guaranteed
by a specified security
procedure provider registered,
accredited or licensed under
this Act;

(e) that —

(i) the specified security
procedure providers have
been registered, accredited
or licensed;

(ii) the processes have been
specified; or

(iii) the records have been
registered, under a
particular registration,
accreditation or licensing
scheme (as the case may
be) established outside
Singapore; or

(f) that the specified security

(c) EA mot Az, 34
71 o] o] e <oA%
Hol Az HA e 7|

48 bed Bexrds
A7)

Ao A5

L= o>
AN = e

T

rlo

() A7tE=el FAz
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procedure providers, specified

security procedures,

processes or records have

been recognised under a

particular bilateral or

multilateral agreement with

Singapore.

(4) Regulations made under
this section may provide that a
contravention of a specified
provision shall be an offence
and may provide penalties for a
fine not exceeding $50,000 or
imprisonment for a term not

exceeding 12 months or both.
[ETA, ss. 42, 43 and 46]
Controller may give directions

for compliance
23.

—(1) The Controller may, by
notice in writing, direct any
designated person, or any
officer, employee or authorised
representative of a designated
person —
(a) to take such measures or
stop carrying on such
activities as are specified in
the notice if they are
necessary to ensure
compliance with this Part; or
(b) to co—operate with any
other designated persons or

public agencies as the

ARt gok shell 1A H = 54
et Ak Awa, 54 met
A2k, A Ee 7],

(4) o] Aol oAzt qHEof%]
Tt A ?%H ks
AR AAAE A8t $50,000
nkel Wy EE 1219S 9
Al G dEelAe HAY &
T A B A gl

[ETA, ss. 42, 43 and 46]

uoh‘fc}

A23zx #FHAE A =
S AAE F S

(1) TR,
2, AAH AL
gl e A
igjele] a3

= P~
ot e 4~ Jo—
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Controller thinks necessary in Ag e AAHAY FF7I

the case of a public SUSL R 1

emergency.

(2) Any person who fails to (2) A1)l o] AdFe] 3=
comply with any direction FIAE TToMA] ¥E AN
specified in a notice issued A Y= FAdste FH=E
under subsection (1) shall be AHE™ $50,000 ©wgke] HF
guilty of an offence and shall be | ©o]y 12709 S WYX &+ HA

L

liable on conviction to a fine not | &8 L+ F+ 7FA] REFo A3
exceeding $50,000 or to
imprisonment for a term not
exceeding 12 months or to both.

(3) If any doubt arises as to (3) AP Ab)ze] HHo
the existence of a public 2 FA% H]AgALEle] gk 9
emergency for the purposes of Aol &= Ag, AAHJAA o]

subsection (1)(b), a certificate ¥ Aol AMrge] &7l
signed by the Minister delivered | A7} S Ao wWA|E &0
=

to the designated person shall sk a Aol =47} 7 o]t}
be conclusive evidence of the [ETA, s. 51]

matters stated therein.

[ETA, s. 51]

Power to investigate A|24% A

24.

fAetg= =

—(1) The Controller or an (1) #EA A=

1
o

authorised officer may = Al 47l e Aske] Al

. . .o LTI o 79 0] trl- ] )

investigate the activities of any O}T d, L8 1—1 A ;;] g% Ed

. 5Fo) = o) 5 ZALE

designated person, or any Hl= gl gk ZR=ARE
@ % gk

officer, employee or authorised
representative of a designated
person, in relation to their
compliance with this Part.

(2) A(D)Fe] =
=0 2 % o] o matA A
Mow 4el, ¥

(2) For the purposes of
subsection (1), the Controller
may 1n writing issue an order to
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any designated person, or any
officer, employee or authorised
representative of a designated
person, to further an
investigation under this section
or to secure compliance with
this Part, including an order to
produce records, accounts, data
and documents kept by the
designated person, and to allow
the Controller or an authorised
officer to examine and copy any
of them.
[ETA, ss. 52 and 55(a)]

PART V

USE OF ELECTRONIC

RECORDS AND

SIGNATURES BY PUBLIC

AGENCIES
Acceptance of electronic filing
and issue of documents
25.
—(1) Any public agency that,
pursuant to any written law —
(a) accepts the filing of
documents, or obtains
information in any form;
(b) requires that documents be
created or retained;
(¢) requires documents,
records or information to be
provided or retained in their
original form;

T3a},

[ETA, ss. 52 and 55(a)]

A 5 A
FTE71He AR 7E5FH A
A} A AL

A25% A2 A4 2 589 Az}
A ey

(1) AERoll whahA
7| e—

(a) AFE H3le= A

H P2le] HHolE

(b) EA=2 ARHAY FA =

.

e 8F;
(¢) A, 715 &&= ARE ¢
o8 AgsAY FAHES
Q =

I n B B
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(d) issues any permit, licence (d) &7}, Ws] e 59l ey,

or approval; or T

(e) requires payment of any (e) H&, &7 & H& W

fee, charge or other amount ot WAl (Ao Hig s =

by any method and manner of Aolgle, 1 7]5S AA 7]

payment, may, Zolyp dx JA o= HAs

notwithstanding anything to )o2 WA Hj§F A A

the contrary in such written 5 8

law, carry out that function by

means of electronic records or

in electronic form.

(2) In any case where a public | (2) &F&7]&ANA HA 7]F 9]
agency decides to perform any L Az daow A(1)ddA
of the functions in subsection A% 7S Fd|= AA
(1) by means of electronic |2 3 Agoe ve
records or in electronic form, = AEE A 4 o
the public agency may specify

(a) the manner and format in (a) A=} 7]F o] A¥ i, 7Eo

which such electronic records A3, FAE I, dn] o, A

shall be filed, created, = Y A

retained, 1ssued or provided;

(b) where such electronic (b) 2t AAF 7] F0o] AEE
records have to be signed, the = X, Q3 dA Aol F
type of electronic signature F(FssitA, WAz 54
required (including, if el AA M-S AFESH
applicable, a requirement that = 87 F);

the sender use a particular
type of secure electronic

signature);
(¢) the manner and format in (¢) AR} Argo] AR} 7] =
which such signature shall be ARy = Wy 82 aga
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affixed to the electronic

record, and the identity of or

criteria that shall be met by
any specified security
procedure provider used by
the person filing the
document;

(d) such control processes and

procedures as may be

appropriate to ensure
adequate integrity, security
and confidentiality of
electronic records or
payments; and

(e) any other required

attributes for electronic

records or payments that are
currently specified for
corresponding paper
documents.

(3) For the avoidance of
doubt, notwithstanding anything
to the contrary in any written
law but subject to any
specification made under
subsection (2), where any
person is required by any
written law to —

(a) file any document with or

provide information in any

form to a public agency;

(b) create or retain any

document for a public agency;

Aol FAA sl @ 7] Fo]
A Ashe Algel A1g3)
54wk AAk AFA

Ae SFeoF ok

o 1l

(@) ol & #e) BA43 At
A 7123 A7 AAe] A
3 g4, wek 2T e
o wAsol gk 19w

(e) AA 7153} A AAlel
ded ve a5 A A

Fol Tl H8¥=

WFEA7]= Aol ol ok

T
3
R
o
=

S fo ol g

Do o

(3) e4e] elxg
A, Al

(2)el ©]7)3te]
HEANA el Aehs
Ao e

ol A

o
79—

4 27)
s A
Aell =7,
the

= T
QA=
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(¢) use a prescribed form for
an application or notification

to, or other transaction with, a

public agency;

(d) provide to or retain for a
public agency any document,
record or information in its
original form; or

(e) hold a licence, permit or
other approval from a public
agency, such a requirement is
satisfied by an electronic
record specified by the public
agency for that purpose and —

(i) in the case of a
requirement referred to in
paragraph (a), (¢) or (d),
transmitted or retained (as
the case may be) in the
manner specified by the
public agency;

(ii) in the case of a
requirement referred to in
paragraph (b), created or
retained (as the case may
be) in the manner
specified by the public
agency; or

(iii) in the case of a
requirement referred to in
paragraph (e), issued by
the public agency.

(4) Subject to sections 9 and

(¢) F37]|e FAHE A9

AFAL AN, EE e
AHME AHEE A

(@) &4, 7% =t 4ns 9
SO R FET|el AlssAY
FEFS S8 BBY 3 =

TC -

AFgel 37

(c),

YA o

(4) A9zt A10x0] wel o]
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10, nothing in this Act shall by
itself compel any public agency
to accept or issue any document
or information in the form of
electronic records or to accept

any payment in electronic form.
[ETA, s. 47]

PART VI

Mol offl AFE 1 o F
ez BAF LA gus
2 a4
e
g

T gt
[ETA, s. 47]

A 6 A

LIABILITY OF NETWORK A& A2

SERVICE PROVIDERS
Liability of network service

YEYI AMu)x
" A
A262 HEHNT Au]2 AFA}H]

providers H A A o)
26.
—(1) Subject to subsection (2), (1) A2 wed, YES

2 Aus AZAE A 37 2
aad WEEA YolA

a network service provider shall
not be subject to any <}
civil or criminal liability under

O

Aol T Oﬂ*ﬂ Aok vk 7]
any rule of law in respect of 23 AY HFoe= 93] g
third—party material in the form | A W& A|&3 2= 1 oE ¥l

of electronic records to which AL ol AL 9] tiite] H
he merely provides access if T Sith
such liability 1s founded on —

(a) the making, publication, (a) 183 A=

= " ,
dissemination or distribution 31, RagstAY 19 g =
of such materials or any el AHe FEAIE
statement made in such A5 e

material; or
(b) the infringement of any (b) 313 ABolA HsAY 1
rights subsisting in or in o} IdH Ao ¢k
relation to such material.
(2) Nothing in this section
shall affect —
(a) any obligation founded on
contract;

(b) the obligation of a network

(2) 0] 29 oW WEE T
o BT FA gErh—

(a) Alefell &A% o5

(b) W37k AY 4+
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service provider as such under Azt AHE FAAEY o
a licensing or other regulatory SFoldlo] AT HEY] A AH]
regime established under any 2~ AFAY] o) F

written law; (c) Aigolvt Helo] Hofgh
(¢) any obligation imposed 2z o] AA, AdF e HL
under any written law or by a S ARE o e

court to remove, block or deny
access to any material; or

(d) any liability of a network (d) 9= #Hg AH2ZH H
service provider under the (Cap. 63)°] W=+ Y EHA
Copyright Act (Cap. 63) in M)z Al 2o WA A d—
respect of —

(i) the infringement of (1) Frast Azd& 7k 2

copyright in any work or A
other subject—matter in HoAuk =

which copyright subsists;

or
(ii) the unauthorised use of (i) owst Ao st =
any performance, the A A gFe ALg, "] I
protection period of which A @S Far|zte HE
has not expired.
(3) In this section — (3) o] Aol &= —
“performance” and “protection ‘Ae” 3 ‘B 717 & AE

H oAl 127800 A58k o

period” have the same meanings | #

as in Part XII of the Copyright | ¢} 22 onE At}

Act;

“provides access’, in relation to A AETolw, Al 3R A&
third—party material, means the | ¢} #&HH Ao=n I 7]&=4
provision of the necessary T 2%S onrlsta Al 3 A
technical means by which third— | 7} A& 4 3 = HEA
party material may be accessed | A& HAF o= A 329 A=

and includes the automatic and | Ao =2 T+ AAIZ AHAS=

temporary storage of the third— | A2 o] st} ;
party material for the purpose of
providing access; ‘A 3R, HEY A AU A
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oA Wekel, ATA} EAe
AT+ Qe ARE 9

“third—party”, in relation to a A}
network service provider, means | &
| &t

'% T OBAT
a person over whom the o}
provider has no effective [ETA, s. 10]
control.
[ETA, s. 10]
PART VII AT R
GENERAL &3
Appointment of Controller and ﬂi’??ﬁ e zbet Ve @Ak
other officers il
27.
—(1) The Minister may appoint . (1) °I e ZHe] wz} &
any person to be the Controller < BYAE d9E 3
for the purposes of this Act.
(2) The Controller shall, (2) AYA=, G dnkz] &=
subject to any general or o 53 XA|AFE el uhEbA,
special directions of the a9gk dFE Aol sk,

=
Minister, perform such duties ol Mty Aiwel oA st
as are imposed and may o]l AAIE AdFy AgE
exercise such powers as are Ay eoF Tt
conferred upon him by this Act

or any other written law.
(3) The Controller may, after (3) &A= o] Yol oAsH

consultation with the Minister, Fake] Yol o]Fo, o]Folyt
appoint by name or office 3 BAE AWt F
such number of Deputy b, 2= AR agan d A
Controllers, Assistant dHPS v A5 1o Ag
Controllers and other officers < Adsted =vs & HY
as the Controller considers AHE A 3l

necessary for the purpose of
assisting him in the
performance of his duties and
the exercise of his powers
under this Act.
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officer appointed under
subsection (3) and every
authorized officer shall be
deemed to be a public servant
for the purposes of the Penal
Code (Cap. 224).

[ETA, ss. 41 and 50]

Obligation of confidentiality

28.

—(1) No person shall disclose
any information which has been
obtained by him in the
performance of his duties or the
exercise of his powers under
this Act, unless such disclosure

G =MA @ Hrirzs e [SEEeETE

(4) The Controller may U AR == o] H(o] &l ¢
delegate the exercise of all or a HdE A Ads AL
any of the powers conferred or ol A s} H A ZA Aok
duties imposed upon him by this | S ZZA o]y Agtol] F=A3}o]
Act (except the power of T A FoAE dFE AT
delegation conferred by this off 5 st TdAtol A AL
subsection) to any officer T 3
appointed under subsection (3),
subject to such conditions or
limitations as the Controller
may specify.

(5) In exercising any of the (5) o] WHel AgE AdPsi=d|
powers of enforcement under AN A, A= A= HE
this Act, an authorised officer 278 oA YAt HIS 9
shall on demand produce to the gal= 2e] QAo ulgl JFH
person against whom he is 5 o]8)sto]of st
acting the authority issued to
him by the Controller. (6) &2, A(3)AA A

(6) The Controller, every 3t B @9A aga BRE

=3
H

(Cap.224) ]l <4
5| ofof st}

[ETA, ss. 41 and 50]

[Penal code
THHoR

A28z H|Ee] o] F

(1) o] ol o|Aste] o} 2

o Ay A A © RS WE
o= I Felldl=E fitk o

= gt
= <l

o3} e ARl Awr Ar
g 5 o

39




Co) =nin @ ez e IS 33=8TE

is made — (a) ARE Al-&3 2o 3o
(a) with the permission of A= AL w= A 329 A
the person from whom the Hol AS A 327 AR TN
information was obtained or, = 93 A9
where the information is the
confidential information of a
third person, with the
permission of the third
person;

(b) for the purpose of the (b) o] HES AdgstAL #g
administration or enforcement o] BA o] A9

of this Act;

(¢c) for the purpose of (c) 35YS 5 4o AY
assisting any public officer or FA EE= Y 19 A4
officer of any other statutory d HE 3o W E 5+
board in the investigation or 2 A e

prosecution of any offence
under any written law,; or

(d) in compliance with the (d) A QAo Yy A

requirement of any court or Z3to] W2 A5

the provisions of any written

law.

(2). For the purposes of this (2) o] Aol EAo| wa}, AR
section, Fhe reference to a 2 Zhsle= Al oe #x
person disclosing any = 7} Fare Alee waba)
information includes his U:1 aa mo /\}%P% o] o

permitting any other person to
have access to any electronic

record, book, register, g A 636; %]‘] ?:4713 ﬁx}q 7]

: . = 2 =
correspondence, information, = Az A, T35, T4, AE,
document or other material A e OE EEd g
which has been obtained by him A S 712

in the performance of his duties
or the exercise of his powers
under this Act.
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(3) Any person who
contravenes subsection (1) shall
be guilty of an offence and shall
be liable on conviction to a fine
not exceeding $10,000 or to
imprisonment for a term not
exceeding 12 months or to both.
[ETA, s. 48, ACRA, s. 34]

Access to computers and data
29.

—(1) The Controller or an
authorised officer shall be
entitled at any time to —

(a) have access to and inspect

and check the operation of any
computer system and any

associated apparatus or
material which he has
reasonable cause to suspect 1s

or has Dbeen In use in

connection with any offence
under this Act; and

(b) use or caused to be used
any such computer system to
search any data contained in
or available to such computer

system.

(2) The Controller or an
authorised officer shall be
entitled to require —

(a) the person by whom or
on whose behalf the Controller
or authorised officer has
reasonable cause to suspect the
computer is or has been so

(3) A1)
z 24
$10,0007|7te] WHES EAY

1270 S 9A g e
e F A ERE gEER
= Aoth

[ETA, s. 48; ACRA, s. 34]

A29% 7AFE 9} voly A

(1) Bl Fol P

Agte ooy e A4

q__

(a) o] Holl &3}
Aol AE9S
BYE 2AE AN
7—14]—3 /\]/\Eﬂo]ur s
AN

(b) AFE A2ELS A} L35}
A= Jd dolgHE 2HA
U AFE AaRE AR

P
T 3

(2) BelAY T IR o

gol ekt AolA AT ol
B feA Bad szl

A94e 27T F v

(a) BIAY 3 SR}
S8 o2 L PFEE
AR e 2 ALY
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used; or oy} 1 il EE

(b) any person having charge

of, or otherwise concerned (b) HFH, 7| == A5
with the operation of, the sk AAdE AYUAY 2
computer, apparatus or A7 Jdohal A AA = Abs
material, to provide him with Al(1)skoll waka] 1 AFZof A
such reasonable technical and 7124 Es FAY &
other assistance as he may Eas T AL

require for the purposes of
subsection (1).

(3) Any person who — (3) g9l gst= Ae=—
(a) obstructs the lawful (a) A(DelA AHsle FHA
exercise of the powers under o2 HkE At Aes W
subsection (1); or a5l = A
(b) fails to comply with a (b) A(2)8e A Adl= TAF
request under subsection (2), 3le WEX e Al 9H
shall be guilty of an offence FAZ 27 ¥ $20,000
and shall be liable on njgkel HES EAY 1271€
conviction to a fine not njuke] A9y = F 7HA]
exceeding $20,000 or to G HIFo ATty
imprisonment for a term not [ETA, s. 53]
exceeding 12 months or to
both.

[ETA, s. 53]

Production of documents, etc. A30% A1 #A|A], 7)€}

30. The Controller or an ) A} ol dudxl= o] H

authorised officer shall, for the | ¢] Age oz r}&o Wi

purposes of the execution of = ogr= Agst H3IS A

this Act, have power to do all or | t}:

any of the following: (a) ©] HE 9utst =] AH
(a) require the production of o 3ols} 4= 9= Fajo] ut
any identification document 3PS QT

from any person 1n relation to
any offence under this Act;
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(b) make such inquiry as may
be necessary to ascertain
whether the provisions of this

Act have been complied with.
[ETA, s. 55]
Obstruction of Controller or
authorised officer
31. Any person who obstructs,
impedes, assaults or interferes
with the Controller or any
authorised officer in the
performance of his functions
under this Act shall be guilty of
an offence.

[ETA, s. 54]

Offences by bodies corporate,

etc.

32.

—(1) Where an offence under
this Act committed by a body
corporate is proved —

(a) to have been committed

with the consent or connivance

of an officer; or
(b) to be attributable to any
neglect on his part, the officer
as well as the body corporate
shall be guilty of the offence
and shall be liable to be
proceeded against and

punished accordingly.

(2) Where the affairs of a body
corporate are managed by its
members, subsection (1)
shall apply 1n relation to the acts

[ETA, s. 55]

A31z A A
Ak

o] Hell wetM I dFE 3
= A FQ "gEAE A
, el F8, e fEbske A
A YA =2 73
[ETA, s. 54]

B

o)

5

2)
]

0

o

LN

thd o]

DL = I T4

A3z AREQle Slu, 71e,
(1) Abebgele] o] We gurg
il FHEE 45—

(a) 317} 3ol = FEate]

=l kel AdHZ A5 &

ofl

Ahe] Helo] AbGe]
B919] A3lo] Hir}
A ER guta el

N
uxli\t%w‘
ofl [+
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and defaults of a member in
connection with his functions of
management as if he were a
director of the body corporate.

(3) Where an offence under
this Act committed by a
partnership i1s proved —

(a) to have been committed

with the consent or

connivance of a partner; or

(b) to be attributable to any

neglect on his part, the

partner as well as the
partnership shall be guilty of
the offence and shall be liable
to be proceeded against and
punished accordingly.

(4) Where an offence under
this Act committed by an
unincorporated association
(other than a partnership) is
proved —

(a)

with the consent or

to have been committed

connivance of an officer of the
unincorporated association or
a member of its governing
body; or

(b) to be attributable to any
neglect on the part of such an
officer or member, the officer
or member as well as the
unincorporated association
shall be guilty of the offence
and shall be liable to be

(b) &<i#+2l

(b) ©IAF W} grdatel
o] Slwrgsie] Aslo] @
‘S,j—,
o Ase gl
B2 AAglon f3o

L=
L2
%

St o)Al iy g
AR 9]

o]

H

-

c

Kl
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proceeded against and WA Mol BV Y&l i
punished accordingly. I 1o ASEhe AEES v

=3
(5) In this section —
“body corporate” includes a
limited liability partnership; (5) o] %o /\1—
“officer” — “AlTkH O] o gl o] 2T
(a) in relation to a body Z3}sl
corporate, means any director, ‘Gz —
partner, member of the (a) AR #AHS)S, o]=
committee of management, o|A}, FHAN, AY olxtE] H

chief executive, manager,
secretary or other similar
officer of the body corporate
and includes any person
purporting to act in any such
capacity; or
(b) in relation to an
unincorporated association
(other than a partnership),
means the president, the
secretary, or any member of
the committee of the
unincorporated association, or
any person holding a position
analogous to that of president,
secretary or member of such a
committee and includes any
person purporting to act in any
such capacity;

“partner” includes a person
purporting to act as a partner.
(6) Regulations may provide

for the application of any

W, Ha ALY A, Al

Mol WAL e e fA)
9YAE ousta olsh H%
@ v b A = E
(b) Aesd §l= ARCEAA
As)3t geAskel, o 3%,
F5 EE e Ag%d gk
Abeh olAbE wM, w87,
F5 olx1a] Wulsh AR A
A
oo} 5E FYL A Abe
& zgak
‘hEY BEUEA FHAE
At EF,

45



Q) =FIN (@ HAEEEAE

QY P B2

|

provision of this section, with
such modifications as the
Minister considers appropriate,
to any body corporate or
unincorporated association
formed or recognised under the
law of a territory outside
Singapore.

[ETA, s. 49]

General penalties

33. Any person guilty of an
offence under this Act for which
no penalty is expressly provided
shall be liable on conviction to a
fine not exceeding $20,000 or
to imprisonment for a term not
exceeding 6 months or to both.
[ETA, s. 56]

Consent of Public Prosecutor
34. No prosecution in respect
of any offence under this Act
shall be instituted except by or
with the consent of the Public
Prosecutor.

[ETA, s. 57]

Jurisdiction of court

35. Notwithstanding any
provision to the contrary in the
Criminal Procedure Code 2010
(Act 15 of 2010), a District
Court shall have jurisdiction to
try any offence under this Act
and shall have power to impose
the full penalty or punishment in
respect of the offence.
[ETA, s. 58]
Composition of offences

(6) TF& o2 o] Ao] Fx3Flo|rL}
ko] Faslrlo] Aol Q.
sttt Ay = %3 ¥3 A
JFEE o7 o]e] A YoA T
AE) a1 Ql=wke Al elo]nt
AYsE e AdxE AT
T At

[ETA, s. 49]

A33% AHk 2™

o] W& 9Htal Abgk Fo W
W&o] Eielx &S AlES
$20,000 mwke] HE3E o]y 67
9 ownte] AYEY = F THA
Tl A gk,

[ETA, s. 56]

A34zx [z 37}

o] Heol 9wty #H3dte] HE
o] 3|7} glolE FAAVE £ ¢
=3
[ETA, s. 57]

#sA
2010 (20101 HE

A|35% A3

IS 2

15)°] Hekgl=s =@ell= =73
I, A A, o] Wl gjuka
= ALl s #dHs vt
Aa geor, Was = AUA
L e R

[ETA, s. 58]
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36.

—(1) The Controller may, in his
discretion, compound any
offence under this Act which is
prescribed as being an offence
which may be compounded by
collecting from the person
reasonably suspected of having
committed the offence a sum
not exceeding —

(a) one half of the amount of
that
prescribed for the offence; or
(b) $5,000, whichever is the

lower.

the maximum fine 1S

(2) On payment of such sum
of money, no further
proceedings shall be taken
against that person in respect of
the offence.

(3) The Minister may make
regulations prescribing the
offences which may be
compounded.

[ETA, s. 59]

Power to exempt

37. The Minister may, by order
published in the Gazette,
exempt, subject to such terms
and conditions as he thinks fit,
any person or class of persons
from all or any of the provisions
of this Act.

[ETA, s. 60]

Regulations

38. The Minister may make

A36x =W T4

(1) TR, ol Ao,
o] HelA fIHoz WAT 3P
A7F HEH oz wAs 7§

(2) olel@ o5 Folg

s A5, HadE
ANA & olge] WA A9
A ek
(3) B
g fFAlse

o

_IZi

0]
A

[ETA, s. 59]

A37% WA
Fae, TH
2, 7F #estr)d
A zbeh= 717kl
Mol zgho 9 A3}
HAs WAt 4 Qi)

2=
[ETA, s. 60]
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regulations to prescribe A|38F 1A
anything which is required to be Ao o] H(22%A L) <A
prescribed under this Act sto] e 97k e AR 2
(except section 22) and o] H(22%FA9)e % TS Uyt
generally for the carrying out of | Z o2 AdPs}l7] 43 73S A
the provisions of this Act 4 4 Qo
(except section 22). [ETA, s. 61]
[ETA, s. 61]
Transitional provisions
39.

A|39% A 4
(1) A(2)Fol wsto], o] ¥
AR N5, AR5 @AY, A

—(1) Subject to subsection (2),
this Act shall apply to all acts or
transactions done in relation to

an electronic record, including ], Al 2 of #eto] o]
the generation, signing or o] Ago] AlZE o]%o s
communication of an electronic 2 W Ao A 8H}

record, made on or after the
date of commencement of this
Act.

(2) If, immediately before the
date of commencement of this
Act —

(a) by virtue of section 8 of

(2) ®Fefol]l o] e 7iA A A
oA thgel Aake urk PR
75—

() A2 A7 2 (Cap.88,
1999 Ed.)9] A 8%l whelA]
(o] ol oAzt oA H
A" Ho=z ZhE), MR AT

the repealed Electronic
Transactions Act (Cap. 88,
1999 Ed.) (referred to in this
section as the repealed Act),
an electronic signature was

) .o S qEE g0 3+ A
treated as having satisfied a N LOZE J:q - 7}}1 _ﬁ:"
.. = =0Or o ofal,
rule of law requiring a = O % =T
. . . A Aol gle A5 54
signature, or providing certain .
AW}E B Ao 73

consequences if a document 1s
not signed;
(b) by virtue of section 9 of

the repealed Act, an electronic
(b) HAXE H A 9z oA}

record was treated as having
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satisfied a rule of law o, AA 715 A, 715 A
requiring certain documents, R HF{E A 1A=
records or information to be TEATIE AR st
retained; or T

(¢) by virtue of section 15 of
the repealed Act, an electronic | (c) #HAH W A 15%F°] <A

record was treated as having stof, AR 715 A EH AL
been despatched or received, T8 Aoe=m ZHF3t, o]
the provisions of this Act shall Hel &2 AR Aol A
not affect that treatment of 2 715 Aol d3¥e mAA
the electronic signature or A TE AL o whe} HO] 23}
electronic record, as the case o] g3 w3 & Q.
may be.
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